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| Why TWIN?
(From a technology perspective) I



Introduction (1)
Historical perspective

~ UNA:+.?

e _ege . N o . UNB+UNOB:4+SENDER:ZZ+RECEIVER:ZZ+20120930:1159+6002’
e Digitization of trade and supply chains is not a new topic | UNG+ORDERS+SENDER:ZZ+RECEIVER:ZZ+070601:1457+9+UN+D:03B’
UNH+SSDD1+ORDERS:D:03B:UN:EAN00S’ =
. . . . BGM+220+4768+9’
o EDI : companies to exchange documents in a peer to peer basis DTM137:20120930:102°
NAD+BY+5412345000176::9’
2 LIN+1+1+331896-42:VN’ Message
ege . Envelope ) 4
e Traditional pillars: QIY+1:100:EA >
PRI+AAA:27.65’
. . Group UNS+S’
o Global approach - standards and interoperability are fundamental Envelope CNT+2:1°
o . UNT+10+SSDDY’ >

o Data Models (ex. BSP from UN/CEFACT) and data dictionaries L] UNE+1+9°

. UNZ+1+6002’ United Nations Directories
o Data transmission formats for Electronic Data Interchange

for Administration, Commerce
= ex. field-delimited text or XML, such as GS1BMS and Transport
o Message interchange protocols (ex. EDIFACT)
®

o  Dedicated networks (ex. EDIVAN) @1
o Identification standards (ex. GS1 Identifiers)

o Registries of actors, locations, ... (ex. GS1 Global Registry, UN/LOCODE)

o  Traceability standards (ex. EPCIS)

UN/EDIFACT
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Introduction (l1)
Historical perspective

G3 v | frx =E3*F3

e When there was no widespread adoption yet, around 2000, then the | e T : e R
Internet and the Web came into play with: [ 725 35361 Gatra1 | Kaveii | pinger S5 00| o90:0]
4 2/9/20286 Central Jarfiine Pencil 36 $4.99 $179.64
o  Simpler and cheaper ways of communication: email, FTP, HTTP S TS/ West | arvire | Foreld S wwl W
7 4/1/2020 East Jones Bind(.er 60 $4.99 $299.48
o Ubiquitous format for digital documents exchange: PDF S 57873898l Gentral | Jardine | Penodl S sasel eann
. . . 10 | 5/22/20820 West Thompson Pencil 32 $1.99 $63.68
o spreadsheet-like, simple formats easily downloadable: CSV " | 6/8/2020 East | Jones  Binder G %899  $539.40
o  Web interfaces to facilitate ubiquitous access to information e
o Web APIs: REST APIs, JSON format
e Laterinthe 2010 decade, cloud services were commoditized, }0
facilitating the deployment of bespoke Web applications to solve 3
ad-hoc needs of organizations. Qﬁ o | W
< o
y

<
NS
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State of the Art

Historical perspective: Where are organizations
at the first quarter of the 21st century?

Maturity Level 1:

Organizations still conducting
business informally through
the Internet email or FTP
exchange: excel sheets, CSV
files, PDFs, desktop apps ...

Caveats: Manual processes,
time-consuming, error-prone,
no auditability...

‘ Maturity Level 1.5

Affordable and
easy-to-manage cloud
services : AWS, GCP.
Bespoke API-based
integrations intra-company or
intercompany

Caveats: limited scope and
multiple assumptions -
inflexible and expensive

Maturity Level 2: SaaS
platforms or “data hubs”

Used to collaborate in a similar
way that Web 2.0 social
platforms work

Caveats: Data silos. Low levels
of privacy and no
data-sovereignty. Vendor
lock-in. Too much power for
certain actors.

This evolution has led to data silos and limited interoperability.
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Transparent rules
(governance) to
participate in:
e Who are the trust
anchors that can
perform attestation

e Schemas, default
policies, ...

Authentication:
Participants prove
their identity and
attributes without
a priori knowledge
among them

Maturity Level 3 - Aspirations
Value Chain Ecosystems. Decentralization. Self-sovereignty. What is needed?

A commoditized
software agent that
can expose the data
| documents that
want to be shared
through a common
protocol

Verifiable data, as
datais notin a
central place, but
directly controlled
by each
participant

Discovery of:
Participants, the data
they offer and the
software agent that
expose it (on the
Internet)

Access rights and
policies: Which
data is shared to
whom and under
which conditions

Evolution not revolution >
We want you to reuse your
existing maturity level 2
assets and classic ones
that were adopted years
ago

twin.org



Our 2025 Arsenal and Context

2025 - TWIN time: New assets we count with

Powerful software infrastructure services

Commoditized clustering ex. Kubernetes

Ad-infinitum scalable data stores (such as ScyllaDB)

Global, decentralized storage for blob availability (such as IPFS)
Verifiable Registries (public DLTs) with increasing throughput (ex. IOTA)

Decentralization and self-sovereignty

° Verifiable Credentials. Organizational Wallets. eIDAS2 ...
) Data Space frameworks, protocols and ecosystem governance
o IDSA, Gaia-X

Modernization of classic supply chain standards towards the Web

° UN/CEFACT Vocabulary. GS1 Web Vocabulary. EPCIS 2.0
° Semantic interoperability implemented through JSON-LD (linked data)

Interest by regulators in decentralized approaches
e  ESPRDPP, UN/CEFACT UNTP

Well-known open source approaches

° To facilitate adoption, collaboration and meritocracy

= TWIN

galax’"

Digital
Standards )
Initiative open source

IOTA Sebsi

€U Digital Identity

Wallet

GROWTH
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Maturity Level 3

Value Chain Ecosystems.
The same pillars apply
but implemented
differently.

C T

Global approach and
interoperability

® Data Models

o Data transmission formats

Message interchange
¢ protocols

e Dedicated networks

o ldentification standards

® Registries

® Traceability

Modernized standards: GS1 & UN/CEFACT Vocab, ICC DS, ...

Semantic Web Ontologies and Linked Data Vocabularies (generic
and sectoral specific)

JSON-LD (enabling semantic interoperability)

Data Space Connector Protocols on top of HTTP (REST,
WebSocket)

Internet

The classical ones + several methods for Decentralized IDs

The classical ones + Federated or fully decentralized (DLT).
Self-onboarding of actors is now feasible.

EPCIS 2.0 (based on JSON-LD and REST APIs)
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Key Definitions

¢ TWINEcosystem @) Participant ©) Trust Anchor

A value / supply chain An actor that participates Parties properly
ecosystem composed of: ina TWIN ecosystem - accredited to be

the governance (rules) Identified by a DID. Roles: trustworthy anchors to
and infrastructure Operator, Provider, digitally sign statements or
(software + hardware). Consumer - Of Services. claims about an object.

@ Compliance Credential @ TWIN Node

Software (Agent) that enables Participants
to interact within a TWIN ecosystem.

e DLT Node (IOTA, IPFS) < TWIN Node.
e TWIN DS Connector & TWIN Node

A Verifiable Credential that attests that a
Participant or Service is compliant with the
rules defined by a TWIN Ecosystem.

* TWIN twin.org



High Level Picture

Existing IT Systems Application Plane Existing IT Systems
3rd Party Platforms 3rd Party Platforms

~ TWIN Adaptor

. TWIN Adaptor . ) )
Twin Native Solutions

Twin Native Solutions J |

A 7'\
!

4 A
[

Data & Sevices Plane

A 4 A 4

\

TWIN Node / __ TWIN TWIN |8 >~ TWIN Node

Infrastructure Plane

°® Participant 1 > @ Participant N
9 P e (e redisterec > thcﬂog eI toro ot — e P

Decentralized ID Decentralized ID




Data Space Protocol Example

TWIN TWIN

Adaptor DSC Conn
(System X)




TWIN Node Anatomy
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Key Services and Frameworks

Decentralized Trust
Framework

Attests participants’ and Service attributes
and enabling seamless onboarding and
interaction without a priori knowledge.

Document
Management Services

Facilitate document storage (multi-version),
document resolution, document traceability
and authenticity, data extraction and
document transformation, including
multiple representation as per different
industry standards (W3C VC, elnvoice, eBill
of Lading, etc.).

e Federation Services

Enable the clearance, publication and
discovery of participants and the services
they publish, allowing for federated
decentralized interactions.

Data Exchange
Services

Facilitate data (or document) exchange

among the different ecosystem participants.

The main enabler on the "TWIN Node" side
is the “TWIN Dataspace Connector” which
publishes REST endpoints that allow
participants to publish and subscribe to
“supply/value chain activity" information.

e Visibility Services

Encompass auditable (through DLT
connectors) object representations as a
digital twin through its properties,
relationships, business events (GS1EPCIS
2.0) and related resources (e.g.,
associated documents or external data
resources).

These services are application-agnostic,
based on open standards (notably Linked
Data Vocabularies from schema.org, GS1,
and UN/CEFACT) and REST APIs.
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Anatomy of a TWIN Node

Native TWIN Solutions

Cross-Border
Document
sharing

Other local Single
Dashboards + vertical-specific Window/
Analytics or custom Custom
ex. TLIP solutions Systems

Supply Chain Ports
Management Operations
Systems

Enabling & TWIN Node 3%
Federation
Services

‘o

Visibility & Doc. Management Services

—— —— Common Platform Services Data-exchange services

TWIN Digital
Clearing Auditable Item Document
House(s) Services Notifications Async Task Rights Management
Authentication &
| Authorization
) Monitoring Services ’j
TWIN ID
Edge Devices 5 iori Lodal
— Connectors ransaction Logging
-

Notary
Service(s) Loggers } ‘ Metrics

TWIN Engine

“> DS Connector

w TWIN

Credential Infra Connectors
Store / Wallet

Ecosystem Admin Tool Suite

e
TWIN Infrastructure Services
* Catalog ‘

Decentralized
Storage Node(s)

Service DLT Node(s)

’ ‘ Data Store(s)

N ——




TWIN Node Main Services




Auditable Item Services



Auditable Item Services

o 3rd Party
Existing IT Systems Other Streaming Data Sources
3rd Party Platforms == TWIN Nodes

=~ TWIN Adaptor
A

Auditable Item Services

Auditable Item Stream Auditable Item Graph

Authentification
& Authorization

Twin Native Solutions

Data Blobstore DLT 7,
connector Connector Connector

~
N

Decentralized
Storage




Auditable Item Graph - Data Model

Consignment Iltem

urn:ucr:24KEP05121945310026107990#1 o—>

Docs, Image blob,
Certificates etc.

startDate:
2023-11-10T12:00

Consigment

urn:ucr:24KEP05121945310026107990

(

destinationCountry: customsld:
"GB” "24NBOEX10639”
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Event Management
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Event Management Services

Existing IT Systems Other
3rd Party Platforms . TWIN Nodes

s~ TWIN Adaptor S
A ! TWIN Node 3

Event Management

Event Repository

b

Auditable Item Streams

Authentification
& Authorization

Twin Native Solutions

DLT Connector




TWIN Event Example (EPCIS ++)

event ID

event type

target

observed at

recorded at

location

generator

business step

ni:///sha-256;£12640477da404£845f5e4a2d4071fdecda’c
blaf6fc0£d89462654cf2b94£43?ver=CBV2.0

Visibility

https://id.gsl.org/01/09521987654327/21/202301

2024-09-12T15:00:03.321%

2024-09-12T15:05:03.321%

https://id.gsl.org/414/9521999100003

did:iota:ebsi:0xb62afcd0150d048ecal679%9af61d28d0eblad
1b969f411b03997194d£f232b27383

inspecting
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Document Management Services

Existing IT Systems Other
3rd Party Platforms s TWIN Nodes

s TWIN Adaptor

TWIN Node 5o

Document Management

U Data extraction Apps ’ Doc verification Doc signing / revocationJ
- y

—

Doc tokenization J

{ Doc query W ( Doc storage / fetch W

Authentification
& Authorization

Twin Native Solutions
Auditable Item Graph

Datastore Blobstore DLT
Connector Connector Connector

—
v

Decentralized
Storage




Event ID

Document ID

» Document Type
Details

® Revision Number

® Item referred

e Content size
Content o file format
e content locator
® |Issued at
Timestamps

® Created ad

® |ssuer party

® Sender party

® Fingerprint

Document Metadata Properties Example

Description

urn:docld:337:b0ff65af9768c9a24b9579¢953¢c8a856b5f3e197b2...

unece:DocumentCodelList#851

https://id.gs1.0rg/01/09521987654327/21/202301

5671

application/xml

urn:fs-blob:7dfébdb4cb31ad118c9dfb3053f8cd671330e9538bfe...

2024-09-12T 15:05:03.321Z

2024-09-12T 15:05:03.321Z

did:iota:0xb62afcd0150d048ea0679af61d28d0eb1ad1b969f411b...

did:iota:0xd7258832d2c578426f2d33ce320cf485b3707ae99b90...

c6b6f54aecdec6f37de08aed4a2375eceb1d69115¢28¢2738¢9155...
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Data Space Connector Overview

Transaction ! TWIN | Transaction
Logging Logging
g Catalogue

Authentification & | ! Authentification &
Authorization : Authorization

Existing Z \
IT Systems ) (Control Plane
3rd Party

Platforms . TWIN at Datz
* Adaptor changs Data Plane

Rights Management & | | Rights Management & |
Policy Enforcement Policy Enforcement

DS Connector App(s) NECSSoTiissn T DS Connector App(s)

Visibility & Doc. Visibility & Doc.
Management Management
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Practical Case
Consignment creation and document attestation (tokenization)

Performed in the TWIN Workbench (single-node sandbox environment at https://workbench.twindev.org).

Steps:

«fs
4 Workbench

Create Auditable Item
@ Dashboard Auditable Item Graphs

A Consignment represented using & siovs
the UNICEFACT Vocat) @ e

O NFT

TARGET VERTEX ID ANNOTATION OBJECT TYPE ACTIONS

Associate a Document with
the original Consignment

v Immutable Proof aig:179513e47f2776ec308b03af16d1967c1e447c8d82ee12769a420cf27209e5a0 DigitalDocument

il Verifiable Storage

aig:f088a2bb3d15cd4d39ffca3b5fabb3bb20351fefa38coc17dBbfcO0ba7796f2 Consignment
e Upload Document © Auditable Item Graphs
(Phytosa nita ry Certificate) B Auditable ltem Streams 2ig:a680ed60721529d4f8000821f99cabadealc84b7a8fa214793d07efd3073698 DigitalDocument
o Attest Document via NFT
e Create Auditable Item 0] Gzl aig:ebb2b399768{06e9dd56804adacccd238175d708eedba18782ee5afd555be27c Consignment
(to represent the Document) @ Telemetry
e Link Document to Consignment DR processing

o' Logout

Verify on the Ledger

twin.org
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The technical roadmap outlines key milestones for TWIN's
architecture, TWIN Core components, relevant initiatives,
emerging technology evaluations, and prototype validation
before transitioning to development.

TWIN Technical
Roadmap 2025

©
ic
c
<
S
fid

Preview materials for
developers and ecosystem

architecture

First TWIN webinar
(White Paper discussion)

TWIN Workbench
(sandbox) available

Tutorials, Reference
Documentation for
developers on
twindev.org (updated
every quarter)

Technical

TWIN ID architecture
for self-sovereign ID

architecture

Core

TWIN White Paper
released to the public

Key software
components available:
Connectors, Auditable
Item Graph, Auditable
Item Streams, Document
Management, Data

L Extraction Apps, ODRL

TWIN ID advanced
onboarding (Participant
registration in the
Catalog, Credentials
obtention, Wallet storage

TWIN ID alignment with
identity methods (e.g.,
GLEIF's VLEI), trust
providers and registries

TWIN ID architecture Technical

for self-sovereign ID

Decentralization

architecture

components

Study on DLT privacy
issues, liaised with IF
research and
development teams

Alignment with EUDI and
elDAS2 Architectural
Reference Framework
organizational wallets

Live on IOTA Rebased
mainnet network

TWIN Catalogue,
federated version
preview available

Technical

Decentralization

architecture

components

p

TWIN White Paper vision
published in trade tech
journal, conference, or
supply chain magazine

TWIN Clearing House
component increment #1

TWIN Registry
component increment #0

(seed version)

TWIN Data Space
Connector preview
available

twin.org




TWIN Technical Roadmap 2026

(" Draft #1 TWIN
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TWIN ID architecture
for self-sovereign ID

architecture

Whitepaper: Reference
Architecture for the
implementation of
Digital Product
Passports, with possible
prototype. Additional
webinar.

Refinement of Core
Components

TWIN Dataspace
Connector
production-ready

Prototype based on
emerging ldentity and
authentication standards:
IETF GNAP, VC API from
W3C

Decentralization

Preview materials for
developers and ecosystem

components

TWIN Registry
component increment #1

TWIN Clearing House
evaluation, refinement
and handover to
development teams

103 Tutorial available on
twindev.org

TWIN Workbench
(sandbox) updated for
next evaluation by
technical teams building
on TWIN

Technical

architecture

Core

TWIN Reference
Architecture White Paper:
Version 1.0.1. Additional
webinar.

Refinement of Core
Components

( Integration with

advanced tools
(Al-based data
extraction, etc.).

Blueprint for TWIN
Adaptors. Establish
partnerships to develop
adaptors with
well-knowns systems:
SAP, Asycuda, ePhyto

Preview materials for
developers and ecosystem

201 Tutorial available on
twindev.org

(" TWIN Workbench

(sandbox) updated for
next evaluation by
technical teams building

on TWIN

twin.org




TWIN Technical Roadmap 2026

Q4 2026
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architecture

TWIN Technical webinar

Architecture and PoC:
TWIN Adaptor for
Asycuda World. TWIN
Adaptor for IPCC ePhyto

Study and partnership for ]

the development of a
SAP (or other ERPs)
TWIN Adaptor

Refinement of Core
Components

TWIN Clearing House
production-ready

TWIN Registry
production-ready

TWIN ID architecture
for self-sovereign ID

Preview materials for
developers and ecosystem

Prototype based on
emerging Identity and

authentication standards:

IETF GNAP, VC API from
W3C

202 Tutorial available on
twindev.org

TWIN Workbench
(sandbox) updated for
next evaluation by
technical teams building
on TWIN

Technical

architecture

TWIN Technical webinar

( If deemed feasible and

interesting for business,
production-ready
versions of a TWIN
Adaptor for Asycuda

L World and ePhyto

Refinement of Core
Components

Preview materials for
developers and ecosystem

203 Tutorial available on
twindev.org

(" TWIN Workbench

(sandbox) updated for
next evaluation by
technical teams building

on TWIN
"

twin.org







